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Abstract 
The reliable and efficient software entities are selected to be involved in the coordination of internetware by use of 
the trust evaluation technology, which is consistent with the characteristics of openness and dynamics of internetware. 
It is also the hotspot in the research on the security of internetware. In the paper, the advantage and shortage of 
existing trust models at home and abroad are analyzed in the application of internetware, and a trust model 
appropriated to the internetware is also presented. The model is based on the theory of fuzzy logic, and meets the 
characteristics of subjectivity and fuzziness of trust. 
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1. Introduction 
Internetware is built upon software entities existed in internet nodes by interconnecting, 
intercommunicating, cooperating and allying with various coordinative ways[1-3],which is a new type of 
software form in the internet environment. However, because of the variety, openness and dynamics of 
internet nodes, the software entities are unpredictable and potentially unsafe in the behavior, such as low 
efficiency, malicious destruction, slander and collusive fraud. How to ensure the coordination with the 
trusted software entities and develop the safe, reliable and efficient internetware, it is particularly 
important.  
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At present, there are two ways to measure the trust level of software entities: one is based on the 
judgment of certificate or identification and referred to as the objective trust, which can accurately 
describe, judge and reason the security of software entities, such as the ACL, PKI security technology 
based on the authentication and authorization. However, in the open and dynamic internet environment, 
the traditional security technology has been unable to meet the requirements of trust verification. Because 
there are a great deal of heterogeneous software entities, many of which are moving entities or anonymous 
entities. There is no such a huge fair, trusted third party agencies to give all of the software entities the 
certificates and safety property guarantee. The other is the subjective trust, which considers the trust as a 
cognitive phenomenon and a particular level of subjective judgment for specific features of subject or 
specific level of behavior. Therefore, the trust problem of software entities can be solved by the trust 
evaluation ideas [4,5]. It can effectively prevent security risk by constructing the trust model, evaluating the 
trust level of target entities and considering the level as the decision-making basis of selecting the entities. 
At present, there are many trust models for evaluating the software entities which have been put forward 
by some research institutions and scholars at home and abroad, typically including Beth model[5], Jøsang 
model[6], TEM model[7] and DTME model[8] ,etc. But these models mainly use probability statistics or 
arithmetic statistical method when modeling the subjective trust, which is equivalent to consider the 
subjectivity and uncertainty as the random and obviously doesn’t meet the trust inherent characteristics. 
So a new way to construct the trust model of internetware is presented in the paper. The way is based 
on the fuzzy logic theory, uses the theory of membership degree, fuzzy linguistic variables and fuzzy 
comprehensive evaluation method, and better reflects the subjectivity and fuzziness of trust. 
2. Description of trust 
The trust, the research object of the paper, is a subjective judgment in fact and has the characteristics of 
subjectivity, uncertainty and fuzziness. Fuzzy theory is put forward by the L.A.Zadeh in 1965, and can be 
used to describe and deal with fuzzy concepts and object. Therefore, with the help of fuzzy membership 
and fuzzy linguistic variable in fuzzy theory, the fuzziness of trust can be studied well in quantity, thereby 
enabling trust model more realistic.  
According to the definition by Zadeh in paper [9], if there is any element of x in the domain of U, 
existing a number of A (x) ∈ [0,1] in response to it, it claims that A is the fuzzy set in U, and regards A 
(x) as the membership of x on A. When x changes in U, A(x)is a function, and is called the membership 
function of A. The membership of A(x)is more closer to 1，which means that the degree of x belonging 
to A is more higher. On the contrary, A(x)is more closer to 0, which indicates that the degree of x 
belonging to A is more lower. 
Fuzzy linguistic variable is a kind of variable whose domain of data is the word or sentence described 
in natural language or artificial language. Although the words or sentences are not exact with the value, 
the fuzzy linguistic variables can be expressed as the phenomenon and concepts which are fuzzy, complex, 
and cann’t accurately be described in terms.  
The trust obviously meets these characteristics, which can be described by use of the fuzzy linguistic 
variables. At first, multiple fuzzy sub-sets, Tj(j=1,2,3,…, M), are defined to represent the sub-sets with 
different trust level, that is to use discrete scale {1,2,3,…, M} to describe the level of trust. Meantime, Tj 
is named with natural language, which can give it an intuitive and practical significance. For example, 
when M is equal to five, Tj can be defined as follows: 
• T1：the sub-set of complete trust; 
• T2：the sub-set of trust; 
• T3：the sub-set of basic trust; 
• T4：the sub-set of distrust; 
• T5：the sub-set of complete distrust. 
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Because fuzzy linguistic variable, the trust, has five sub-sets, it often cann’t be accurately determined 
their belonging to which of sub-sets. This means that various fuzzy sets aren’t an exclusive relationship 
with one or the other, so that you can use the vector consisting of membership of various fuzzy sets to 
represent this object. The formalized trust vector is expressed as V={ v0,v1,…,vM }，where vj is the 
membership of xi to Tj. 
3. Trust Model based on Fuzzy Logic 
3.1.  Fuzzy Comprehensive Evaluation of Trust 
Fuzzy comprehensive evaluation is a quantitative evaluation mode based on fuzzy mathematics, and 
makes an overall evaluation on the objects by using fuzzy sets concepts and considering various factors 
related to the object. Fuzzy comprehensive evaluation is mainly related to four basic elements as follows: 
(1) Factor set, E={e1,e2,…,en}, represents all the attributes constituting the evaluated target object; 
(2) Evaluation set, D={d1,d2,…,dM}, is used to describe the different levels of evaluation on the 
attributes of the target object; 
(3) Factor evaluation matrix, R=(rij) n×M, where rij represents the possibility of a variety of evaluation 
on every factor ei; 
(4) Weights allocation of various factors, W={w1,w2,…,wn }, represents the relative importance of 
various factors in the evaluation. 
While the trust relationship between software entities is not only obscure, but their degree of trust can 
be affected by many factors. Therefore, a comprehensive evaluation can be made on trust by making use 
of the fuzzy comprehensive evaluation method. The basic process is as follows: 
(1) Determining the evaluation factor set of trust. Because there are different demands on software 
entities for different application requirements, the number and type of evaluation factors should be 
determined according to specific requirements. 
(2) Determining the evaluation set of trust. According to the content above, m can be set to five, which 
means to define such five sub-sets as complete trust, trust, basic trust, distrust and complete distrust. It 
also enables to be redefined according to actual needs. 
(3) Establishing the factor evaluation matrix. By building the fuzzy map between factor set E and 
evaluation set D, the matrix element rij can be gotten. 
(4) Determining the weight allocation of various factors. Different weights must be given under the 
influence of various factors on the extent of the object. The weight should follow the objectivity, 
orientation and measurable principles. 
(5) Executing the fuzzy comprehensive evaluation, and getting the trust vector. The formalized 
representation is as follows: 
(v0, v1,…, vM)=(w1,w2,…,wn)。(rij)n×M.                                               (1) 
   Where “。” represents the fuzzy transformation. Operators can be determined according to the 
specific situation, and common operators include Zadeh, Einstein operator, etc. 
3.2.  Operation of Trust Vector 
The trust level which is gotten by the calculation of fuzzy comprehensive evaluation is considered as 
direct trust level. But in a large distributed system, it is difficult to obtain knowledge about every software 
entity in the internet, let alone first hand knowledge and experience of them. So it is necessary to have 
another type of trust except for the direct trust, which is the recommendation trust. The recommendation 
trust level can only be gotten by the operation of trust vectors and also be divided into single-path and 
multi-paths recommendation trust. 
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Let xi, xj and xk belong to X，where the relationship between xi and xj is the recommendation trust, 
and their trust vector is the V1. While that of xj and xk is the direct trust, and their trust vector is the D1. 
Then, the recommendation trust between xi and xk is also regarded as the single-path recommendation 
trust, the trust vector can be expressed as:  
{ } { }1 2 1 2 1 21 2 0 1 1 1 2 2, ,..., , ,...,M M MV V V v v v v v v v v v= ⊗ ⇔ = ∧ ∧ ∧               (2) 
Let xi and xk belong to X，where there are n relationships of recommendation trust, and the 
corresponding recommendation vectors are the V1,V2, …, and Vn. Then, the recommendation trust 
between xi and xk is also regarded as the multi-path recommendation trust, the trust vector can be 
expressed as:  
{ } { }1 2 1 2 1 21 2 0 1 1 1 1 2 2 2... , ,..., ... , ... ,..., ...n n nn M M M MV V V V v v v v v v v v v v v v= ⊕ ⊕ ⊕ ⇔ = ∨ ∨ ∨ ∨ ∨ ∨  (3) 
3.3.  Evolution of trust relationship 
Evolution is the basic attribute of internetware. However, many of existing trust models are static 
evaluation of trust. In these models, the trust relationship between software entities cann’t dynamically be 
updated and adjusted as the change of coordination, which doesn’t accord with the dynamic evolution 
characteristics of internetware obviously.  
The trust vector gotten by fuzzy comprehensive evaluation is only static, and cann’t reflect the 
dynamical change of trust level. It is necessary to adjust the trust relationship dynamically according to 
the cooperation situation. If the number of successful cooperation is more than that of failure cooperation, 
the trust relationship will be deepen. Conversely, that will be reduced. Therefore, a regulatory factor of 
trust level should be used to adjust the trust relationship dynamically, which can be gotten on the basis of 
the number of successful and failure cooperation. Assuming that the total cooperation number of software 
entity A and software entity B is M times, where the number of successful cooperation is N times , the 
regulator factor of trust level can be quantified on δ= N
M
,δ∈[0, l]. After being adjusted by regulatory 
factor of trust level, the trust vector can be formally expressed as:  
V’=(v0,v1,…,vM) ×δ=(δv0, δv1,…, δvM)                                  (4) 
4. Example Analysis 
To better illustrate the trust model, it is assumed that a internetware needs to request a software entity 
to participate in the coordination. According to the definition in paper [10], such five attributes as 
availability, reliability, safety, security and maintainability can be selected as the evaluation attributes of 
software entity. Each evaluation attribute is also divided into such five grades as complete trust, trust, 
basic trust, distrust and complete distrust. Meantime, there are 100 times of cooperation with other 
entities in the past for the entity, and it was evaluated as shown in the following table.  
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Table 1 the evaluation table of cooperation  situation for entity 
 Availability Reliability Safety Security Maintainability 
Complete Trust 65 40 50 30 60 
Trust 15 30 30 30 10 
Basic Trust 10 5 12 20 15 
Distrust 6 15 8 10 10 
Complete Distrust 4 10 0 10 5 
 
Based on the above information, the fuzzy logic theory can be used to comprehensively evaluate the 
trust level of software entity according to the following steps.  
(1)Determining the evaluation factor set of trust, E={e1,e2,…,e5}={ availability, reliability, safety, 
security, maintainability }. 
(2)Determining the evaluation set of trust , D={d1,d2,…,d5}= { complete trust, trust, basic trust, 
distrust, complete distrust }. 
(3)Establishing the factor evaluation matrix as follows. 
R=
0.65 0.15 0.1 0.06 0.04
0.4 0.3 0.05 0.15 0.1
0.5 0.3 0.12 0.08 0
0.3 0.3 0.2 0.1 0.1
0.6 0.1 0.15 0.1 0.05
⎛ ⎞
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟
⎜ ⎟⎜ ⎟⎝ ⎠
(4)Determining the weight allocation of various factors , W={ w1,w2,…,w5 }=(0.2, 0.3, 0.1,0.3,0.2)。 
 (5)Executing the fuzzy comprehensive evaluation, and getting the trust vector. The operator used here 
is the Zadeh operator. 
        V=W °R={v0,v1,…,v5 }=(0.3, 0.3, 0.2, 0.15,0.1) 
(6)Executing the normalization, and getting the final trust vector. 
       V={v0,v1,…,v5 } =(0.286, 0.286, 0.19, 0.143,0.095) 
The result of the calculation means that the extent of complete trust is28.6%, that of trust 28.6%, that 
of basic trust 19%, that of distrust 14.3%, that of complete distrust 9.5%. According  to the principle of 
maximum membership, the software entities can be trusted.  
5. Conclusion 
The trust evaluation model of internetware presented in the paper better reflects the subjective and 
fuzzy characteristics of trust, because it is based on the theory of fuzzy logic and comprehensively uses 
the methods of membership, fuzzy linguistic variables and fuzzy comprehensive evaluation. Meantime, 
the model not only provides the related formulas and operators to support the transfering and mergering 
of trust vector, but also provides a reasonable method to be used to facilitate the automatic forming and 
updating of trust relationship among software entities. The model is helpful to solve the trust problems of 
internetware in the open environment.  
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